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ABSTRACT

Since 1998, the Swiss government has actively pursued the implementation of
electronic voting (“e-voting”) in its elections. This case study examines how these
systems have worked in the test cantons of Geneva and Zurich. The evidence and
analysis in this case study suggest that e-voting might serve as a powerful tool to
augment the participation rate, the quality of voting, and aid in the implementa-
tion of political rights. This study also evaluates the risks of e-voting, noting that
the concerns around integrity often associated with electronic voting have for the
most part not materialized in the Swiss case. Questions such as the digital divide
in access to networked technologies are also a real concern that should be
addressed by the government as it expands the system.

THE INTERNET & DEMOCRACY PROJECT

This case study is part of a series of studies produced by the Internet &
Democracy Project, a research initiative at the Berkman Center for Internet &
Society at Harvard University, which investigates the impact of the Internet on
civic engagement and democratic processes. More information on the Internet &
Democracy Project can be found at: http://blogs.law.harvard.edu/idblog/.

The initial case studies of the project focused on three of the most frequently
cited examples of the Internet’s influence on democracy. The first case looked at
the user-generated news site OhmyNews and its impact on the 2002 elections

in South Korea. The second documented the role of technology in Ukraine’s
Orange Revolution. The third analyzed the network composition and content of
the Iranian blogosphere. Fall 2008 saw the release of a new series of case studies,
which broadened the scope of our research and examined some less well-known
parts of the research landscape. In a pair of studies, we reviewed the role of
networked technologies in the 2007 civic crises of Burma’s Saffron Revolution
and Kenya’s post-election turmoil. Urs Gasser’s three-part work will examine the
role of technology in Swiss democracy. Another case study, set for publication in
spring 2009, will expand our study of foreign blogs with ananalysis of the Arabic
language blogosphere. The authors wish to thank Anja-Lea Fischer and Sandra
Cortesi for research assistance, and Herbert Burkert, John Palfrey, Bruce Etling,
and Tim Hwang for comments on the cases.

This set of case studies was produced in association with the Research Center for
Information Law at the University of St. Gallen in Switzerland. The Center
supports research initiatives to analyze and assess legal frameworks and provisions
that are regulating the creation, distribution, access, and usage of information in
economic, cultural, and political systems. It also works to explore the dynamic
changes in information technologies and their impact on the legal system. More
information about the Center is available online here: http://www.fir.unisg.ch/.
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INTRODUCTION

The story of e-voting in Switzerland began in February
1998 when the Federal Council—Switzerland’s executive
body—adopted its “Strategy for an Information Society

in Switzerland” and introduced an inter-ministerial coor-
dination group labeled as the “Information Society.”" The
group developed a general action plan for e-government
and identified two major projects: the “electronic desk” on
the one hand and e-voting on the other. While the “clec-
tronic desk” consists of promoting the use of online chan-
nels for administrative procedures such as tax or military
service-related procedures, the second project is aimed at
the development of secure, online methods for voting. In
the meantime, many of the projects envisioned as part of
the original strategy have been realized and ICTs are imple-
mented in all areas of the information society (economy,
democratic opinion-making, contact with agencies, cul-
ture, education, science, and law).> Among these projects
is e-voting, which has been the subject of both theoretical
discussions and, more importantly, practical experiments in
different cantons.

This case study seeks to examine the Swiss example(s) of
e-voting and draw general conclusions based on the Swiss
experience with regard to the possible benefits and risks
associated with e-voting. The case study is divided into six
main parts: After a brief definition of e-voting as under-
stood for the purposes of this case study (Section 2) we will
discuss the potential benefits of e-voting systems in general
(Section 3) as well as concerns and risks (Section 4). In the
main section of the case study, we will describe the current
Swiss experience with e-voting projects and tentatively as-
sess them against the backdrop of the general benefits and
risks identified in the preceding section (Section 5). As a
caveat against overbroad conclusions from the Swiss exam-
ple, we will finally comment on cultural matters that shape
the experience of e-voting in different countries (Section

0).

E-VOTING IN SWITZERLAND

In its preliminary report to parliament, the Swiss govern-
ment uses the French term “vote électronique,” which has
not only been coined to describe the actual casting of a bal-
lot through a secure channel on the Internet but also the
general exercise of political rights®: envisioned was not only

the facilitation of electronic votes, but—in a later stage—
also of elections and the exercise of other political rights
practiced in Switzerland, such as the signing of initiatives
(i.e. proposal for a new article of the constitution or of a
law) and referenda (i.e. challenge to a law passed by the
parliament), the signing of lists of candidates to the parlia-
ment, as well as the dissemination of information about
votes and elections provided by governmental authorities.

There were roughly 4.9 million eligible voters in 2007.
Average turnout for federal votes (excluding elections) per
year has been oscillating between 32.1 percent (in 1975)
and 55.0 percent (in 1974) over the past 40 years.” Since
many cantonal and municipal votes are held alongside
federal votes, and ballots are usually sent out in the same
envelope, turnout for those votes can be expected to be
very similar, at least within any given canton. E-voting,
theoretically, falls on fertile ground as postal voting was
implemented more than a decade ago. The fact that mu-
nicipalities are legally obliged to keep a registry of eligible
voters is certainly also favourable for any e-voting system.®

POTENTIAL AND BENEFITS OF THE
E-VOTING SYSTEM

Implimentation of Political Rights

Use of the Internet and other electronic devices for com-
munication has not only become a standard for work but
also for people’s private lives. The facilitation of online
voting will be an adaption of democratic procedures to
people’s need for simplicity and convenience.

A more important aspect of e-voting, however, is its poten-
tial facilitation of the implementation of political rights.
Especially for people with disabilities, the possibility to
cast a ballot online can prove to be a major improvement
of their capacity to exercise their political rights. E-voting
systems, for instance, could be equipped with added fea-
tures to assist those with visual impairment. Additionally,
individuals with disabilities may prefer the use of their
home computers where they provide conveniences over
traditional forms of writing and communication. Article 6
of the federal law on political rights obliges the cantons to
assist people with disabilities in the exercise of their politi-
cal rights.
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Augmentation of the Participation Rate
Politicians and defenders of democracy in general who seek
the increased legitimacy of democratic decisions may hope
that e-voting will raise voter turnout. We will examine
whether these hopes have been fulfilled in the examples of
Geneva and Zurich in Section 5. Indeed, e-voting is very
appealing to young voters’ and thus may raise their in-
volvement in the polls.

Since the introduction of e-voting will not replace any oth-
er channel for voting, there should either be a positive or
neutral influence on voter turnout. In other words, no one
is pushed out of the electorate but rather more people—
e.g. Swiss citizens living abroad® or the handicapped—will
have the possibility of casting their vote more easily, just as
with the introduction of mail-in ballots.

It is important to note, however, that distance (i.e. postal)
polling’s success has not been the same in all parts of
Switzerland. Rather, it is particularly popular in the cities
where people are accustomed to convenience and simplic-
ity. In more rural regions, the walk to the ballot box is
more common.’ In those areas, we are not likely to see a
great increase in voter turnout. For other countries, authors
are generally sceptical of the potential for e-voting to boost
turnout.'’

A factor that is likely to have more weight is trust in the
e-voting environment and in one’s own computer. This

is mostly a very subjective factor as it depends very much
upon the personal perception of the system’s security.
However it is also influenced by the way the system is de-
signed and by the security measures taken."!

One might also argue that participation on the part of
non-naturalized immigrants will increase, if they are al-
lowed to vote. However this will most likely not be a major
factor. Moreover, one could argue that even this increase in
participation will not increase the quality of the democratic
decision-making process, as immigrants may lack informa-
tion and involvement in the issues at stake.

Augmentation of the Quality of Votes

Whether an increase in voter turnout also brings a corre-
sponding increase in the quality of participation depends
on different factors. There is of course an opportunity to

find information online on the issues or candidates run-

ning for office. Moreover, the government can post the

information they usually send by mail on the e-voting Web
H 12

site.

Since votes are counted electronically the risk of human er-
ror is significantly decreased and the number of electronic
votes should—in theory—always be correct. In addition to
enhancing economic efficiency, this increases the legitimacy
of the vote. Since the system asks voters to confirm their
choice, there should be no “wrong” votes, i.e. incidents of
voters submitting a ballot that does not convey their vote
correctly.

In addition, along with the ballot itself, increased input
from the voting public could be gleaned by giving voters
the possibility to express their thoughts on the vote. As the
Federal Council remarks in its report from 2002, through
electronic evaluation of votes and comments, the popula-
tion could gain more influence on decision-making which
would be a remarkable benefit for democracy."

Other Benefits of an Early Introduction of

e-Voting in Switzerland

Adapting the voting process to the digital environment has
several benefits: not only will it bring simplicity but, as a
pioneering task, it will allow the state to secure a domi-
nant position in the market for e-democracy systems. The
Canton of Geneva speaks of a “defence of the public ser-
vice: If states do not define their needs and develop their
own solutions and standards, they will be facing a closed
market, dominated by private companies.”' Thus, one
might argue that developing a state-owned e-voting solu-
tion not only holds opportunities for democratic processes
but is necessary to defend the state’s autonomy to design
its democratic system and the future of its citizens™ political
rights.

As Hans-Urs Wili from the Federal Chancellery points
out, likely future scenarios such as the liberalization of
postal services will probably make a timely introduction
of e-voting necessary, if direct democracy as it exists to-
day in Switzerland is to be kept alive.”” Radical changes
in communication behavior have already weakened the
business model of postal services and will continue to do
so. Therefore e-voting will be an important alternative to
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walking to the ballot box when Swiss postal services will no
longer be able to guarantee delivery of 90% of ballots by
the polling deadline.

CONCERNS AND RISKS ASSOCIATED

WITH THE E-VOTING SYSTEM
Participation Gap

A very important concern weighing against e-voting in
general is the fear that it will split society into two parts:
one that enjoys the convenience of e-voting and addi-
tional services connected with it and another that does
not have access to the Internet. E-voting, as the argument
goes, may contribute to a growing gap of participation
and knowledge between the skilled and knowledgeable on
the one side and the badly equipped and unskilled on the
other. This phenomenon, known as the digital divide, is a
significant problem on a global scale where differences in
wealth and welfare between different geographic regions
are strong. However, two thirds of Switzerland’s population
already uses the Internet'® and the danger of a significant
amount of people being kept away from the developments
of e-voting or other e-government services is very low since
there is a clear trend towards higher numbers of Internet
users.'” Still, e-voting cannot replace postal voting at this
moment but rather can only be introduced as a supple-
mentary option. Otherwise there would be the risk that
some would be excluded from voting.

Technological Concerns

Federal law guarantees voters the confidentiality of their
ballot.' This is a challenge for the design of the e-vot-

ing system since voters have to identify themselves when
logging in and, according to the principle “one man, one
vote,” individuals have to be prevented from voting more
than once. In order to secure confidentiality, personal data
and the ballot have to be kept strictly separate.

Moreover, any e-voting system must be secured against acts
of manipulation of the vote. Since no signatures are used,
there is the risk that the e-voter is not actually the person
he or she claims to be. Additionally, there are many differ-
ent security problems that concern all sorts of Web services
alike: particularly Web spoofing, danger of abuse, misuse,
or the system failure, not to mention the issue of support-
ing the diverse software, browsers, and hardware that peo-

ple use to cast their vote. As the Federal Council clarifies,
just like postal or ballot box voting, e-voting will probably
never be completely safe from manipulation or unlawful

observation. ¥

Legal and democratic issues aside, whether people trust the
system will have a tremendous influence on the success of
e-voting in Switzerland. Threats like hackers, viruses, trojan
horses, etc. are responsible for a significant amount of mis-
trust in the digital environment.

Another concern that comes with the use of digital tech-
nology in voting procedures is the lack of transparency
since “all processes of data generation, transformation, and
storage occur in black boxes that are often not fully trans-
parent even for technical experts.”* This can turn out to be
a threat to the legitimacy of the ballot since most people
are not technically skilled enough to be able to control
whether the system is truly working flawlessly. As of now,
“average” citizens have always helped in the counting of
votes. This has—in some way—added to a feeling of con-
trol and a sense of connection with the state among the

people.

Voting Quality

Cyberspace and the Internet represent a massive universe of
information. Part of the e-voting process also involves the
diffusion of polling information on the part of the authori-
ties. However, official information provided by the state
will not be the only information on the debated issues that
is available online. Political parties are making use of the
new possibilities to advertise and propagate their message
online at low costs. For users, this might result in informa-
tion overload and confusion about the origins of informa-
tion.

Since voters have to deal with this overload, they will try
to reduce information intake. This might lead to reduced
political discussion and interaction among e-voters. In this
context, the Federal Council’s report speaks of a “de-ritu-
alization” of the voting procedure.”’ In other words, while
acceleration of the voting process certainly seems appealing
to many people, it might also have a negative impact on
the process of opinion formation. Engi and Hungerbiihler
use the term “fast-democracy” to describe this tendency.”
The fear is that voters would no longer feel the need to
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leave their homes and discuss their point of view with
others over a longer period of time in order to inform their
voting decisions.” Much to the contrary, e-voting only
takes a minute or so, which encourages voting without
much reflection or in an emotional (and irrational) state.”

Therefore, voters might be more vulnerable to populism.
The Federal Council also points out that the right to
launch initiatives and referenda (by way of collecting signa-
tures online) might overtax the political system in a direct
democracy since too many might successfully be entered.”
A regulatory framework for the observance of the people’s
right to a direct democracy in the digital environment has
yet to be developed.

E-VOTING IN GENEVA AND ZURICH
Overview

The pilot experiments of the cantons of Geneva,
Neuchatel, and Zurich were needed to clarify whether the
electronic communication tools can also be used for demo-
cratic purposes. The use of an e-voting system on a can-
tonal level is seen as an important step for the strategy of
the Federal Council in order to clarify the feasibility of the
electronic vote for the federal state. For that reason, these
pilot experiments were subject to evaluation and analysis.
They help us to assess whether the potential and risks of e-
voting as discussed above have materialized.

In September 2004, Geneva introduced its e-voting system
for a cantonal and a federal ballot. It may be considered

a success: 21.8% of the voters in the four communities

of Geneva where the pilot experiment was launched used
the new voting method. Turnout for the election reached
56.4%.% In November 2004, the second pilot test was
conducted on the federal level in eight communities of
Geneva (Anieres, Cologny, Carouge, Meyrin, Collonge-
Bellerive, Onex, Vandoeuvres, and Versoix). Twenty-two-
point-four percent of all votes were cast online and no
technical problems were reported during the scheduled e-
voting time period.?”” This means that with an overall turn-
out of 41.1%, 3755 voters (22.4% of participating voters)
used the e-voting system while 71.4% submitted their bal-
lots in the mail.

Eight polls were conducted within the pilot project in
Geneva between January 2003 and April 2005. After an

initial high of more than 33%, votes submitted electroni-
cally in the following polls made up for 22% to 25% of all
votes.”® More than 90% of the citizens who submitted their
ballot electronically in the September 26, 2004 poll in the
communities of Meyrin, Carouge, Aniéres, and Cologny
stated that they would be willing to vote electronically in
future polls.”?

The e-voting project in the canton of Zurich was launched
in 2002 together with the e-voting projects in Geneva

and Neuchatel.** The very first implementations of the
Zurich system were introduced for student elections at

the University of Zurich in 2004.%" Following the system’s
successful operation in those student elections, the system
was then tested out in public elections in the community
of Biilach for a referendum on October 30, 2005.%* The
pilot project was then extended to the communities of
Bertschikon and Schlieren as well for a referendum on
November 27, 2005.% The pilot project officially closed in
2006,* but reportedly, e-voting was due to be available to
the communities of Biilach, Bertschikon, and Schlieren for
a vote on a popular initiative on June 1, 2008, and there
continue to be plans to extend the system to other com-
munities within the canton—including portions of the
city of Zurich—and ultimately, in 2009, to Swiss citizens
residing abroad as well.”> News reports have confirmed that
e-voting would be available in 11 communities within the
Canton of Zurich for a September 30, 2008 vote,* and
roughly 24% of inhabitants in the historic district of the
town of Winterthur had reportedly cast their vote electron-
ically by September 29.%

Geser considers Geneva a “designated candidate” for the
introduction of e-voting for several different reasons.*® One
is the fact that there is a centralized electronic voting regis-
try. As mentioned above, Swiss law requires citizens to reg-
ister with local authorities. Often these registries have not
been interconnected. In the canton of Geneva, however,
which happens to have only a small number of communi-
ties, local voters’ registries have been linked electronically
since before the start of the e-voting project. This fact
would give the e-voting project a good “head start.”

Unlike Geneva, the Canton of Zurich does not have a
centralized voter registry. Rather, voters register to vote
within their local community, and these communities
maintain the registries independently. Thus, the Zurich
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e-voting model had to deal with the issue that there was
no centralized database against which voter authorization
could be verified. This issue was resolved by designing the
Zurich system to retrieve voter registration data from the
computer systems of the various towns and communities
within the canton.”

Geneva was also well prepared for an e-voting project,
since its cantonal voting law, dating back to 1982, autho-
rizes the cantonal authorities to test new voting methods in
collaboration with the communities in light of technologi-
cal developments.®

The Systems

Geneva

As part of the Geneva e-voting system, all official docu-
ments are sent out to voters by mail three weeks prior to
the date of the vote. With the enclosed personal voting
card voters can either submit their ballot by mail, online,
or at the ballot box. The voting card is only valid for the
upcoming ballot. In fact, it signifies the right to vote in
the election and ensures the “one man, one vote” principle
since it cannot be used a second time. For the electronic
vote, the authorities in Geneva distinguish four stages in
the e-voting procedure.?’ No additional software is needed;
rather, the user is guided through the process on the e-vot-
ing Web site:

1. In order to be verified as an eligible voter, the
e-voter has to enter an individual identification
number. It is located on the ballot sheet and is
changed for every polling occasion. Of course,
one can try inserting random numbers, but the
chance of finding an existing number is one in
five billion. When the system recognizes the user
as an authorized voter, he or she is then connect-
ed to a secure server.

2. The user then enters his or her actual vote.

3. The system provides a restatement of the choic-
es made and requests user confirmation. Then,
voters must confirm their identity by giving their
date of birth and the PIN code printed on their
ballot sheet. The PIN code is hidden by a rub-

ber seal, which can be scratched off to reveal the

number. (Once the rubber seal is removed, the
voting card is invalidated and cannot be used for
a second vote by mail or at the ballot box. It can,
however, still be used if the voter has not already
cast their vote electronically.*?)

4. Finally, voters receive a confirmation that their
vote was accepted and recorded by the system.

Zurich

The Zurich model has additional features which distin-
guish it from the Geneva model. In addition to Internet-
based voting, the Zurich system also permits votes to be
cast via text message® as well as via interactive television
systems (ITV).* None of the available data, however, indi-
cate that votes have been submitted via ITV. It is unclear
whether this aspect of the model is still under development
or simply indistinguishable from voting via the Internet.
In 2007, however, it was announced that SMS-vot-

ing would be discontinued.® In addition to SMS-based
voting’s lack of popularity in the trials, other reasons for
the discontinuation were the desire to reduce the e-voting
system’s complexity as well as the expectation that in the
future all cell phones would be able to access the Internet-
based voting system.*

The Zurich e-voting system consists of several elements
housed in different locations and maintained by differ-

ent parties. It includes: (1) the pre-existing voting system,
which collects, validates, and processes the relevant data;”
(2) the actual e-voting platform itself; (3) the data centers
of the various communities within the canton, which hold
voter registration data, and; (4) the user’s interface with the
system, which can take the form of a PC with an Internet
connection, cell phone, or interactive television system. All
of these elements are connected together by a special public
data network.®

As in Geneva, the voter receives voter registration informa-
tion in the mail which contains information for all forms
of voting. With respect to e-voting, the registration letter
contains a user-ID, hidden PIN-code, “fingerprint” for
verifying the validity of the browser certificate, as well as

a special security symbol for further authentification.*’
Additionally, the letter contains a table of SMS codes to
be used in connection with the SMS system.*® For security
purposes, these codes are different for each individual.”!
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In order to vote via Internet, the user directs his or her
browser to the e-voting Web site and then enters his or her
user-ID. The user is then presented with the ballot and fills
it out. Afterwards, the user should verify that the security
symbol displayed by the e-voting Web site matches the
symbol he or she received in the mail. Lastly, the user is
requested to enter his or her date of birth and the PIN that
he or she received in the mail and is then able to submit
the ballot.’* The user then receives a confirmation
message.”

Voting via the SMS-based system follows a similar pro-
cedure. The user drafts an SMS containing his or her
user-ID, the code for the particular poll he or she wishes
to participate in, and a code indicating the desired vote.
The SMS is then submitted to a designated number. The
user then waits for a response and upon receiving it, must
submit another SMS containing the user’s PIN and date of
birth. The user then receives a confirmation message.*

The Zurich system also incorporates certain security and
privacy-related features. Voter registration data is only
transferred from the individual communities in order to
generate the registration letters and verify voter identifica-
tion upon using the e-voting system.> Thus, a “virtual”
registry is generated anew at each instance that the data is
needed—for example, each time a user utilizes the e-vot-
ing platform—but is then deleted immediately thereafter.®
Communications between an Internet user’s computer and
the servers of the e-voting platform are encrypted and the
servers are further protected by a firewall.’” Cast votes are
saved in a database in encrypted form and simultaneously
saved to a Write Once Read Multiple (WORM) medium
for added security.’® PINs are protected by a security seal
in order to ensure that individuals submitting paper ballots
have not already voted electronically.””

Tentative Assessment

After laying out the potential and risks of e-voting in
Sections 3 and 4 and portraying the two systems in Zurich
and Geneva in the previous sections, we now come to a
tentative assessment of the e-voting projects in those two
cantons. The opportunities and the concerns associated
with e-voting which were identified earlier will now serve
as the criteria applied in this assessment. Thus, we will look
at the effect on voter turnout, vote quality, implementation
of political rights, the participation gap, and security.

Voter Turnout

The most interesting question for the authorities going into
the pilot project concerned the impact of e-voting on voter
turnout. The question of the impact of Internet voting on
turnout was very much debated, and experts did not agree
about the potential of e-voting to attract additional voters.
While Linder, whose calculations are based on a nation-
wide study of voters, only spoke of an additional turnout
0f 2% or less, Auer and Trechsel, who considered polling
developments in the canton of Geneva, estimated that
there would be an increase as high as 9%.

The eight polls conducted in Geneva should provide some
indication of the potential to increase voter turnout. While
the State Chancellery of Geneva (Chancellerie d’Etat)
notes that there is still a lack of comparable data to an-
swer the question of the impact of e-voting on turnout,*
Christin and Trechsel have presented some remarkable
results in their analysis of the vote of September 26, 2004.
Their report reveals that e-voting draws away voters from
postal polling: 17% of the people who usually send in
their ballots by mail chose to vote online.®> At the same
time, e-voting seems attractive to people who consider
themselves regular or quasi-regular abstainers: among this
group, Christin and Trechsel found that 55.5% had voted
online.** Moreover, 90% of the voters who submitted their
ballot electronically on September 26, 2004 expressed the
intention to vote online on other future occasions, e.g.
municipal referenda, cantonal or federal elections, etc.”
Christin and Trechsel note, “...the potential for turnout
increase through new voting channels has to be looked for
among occasional voters.”®

Although these findings cannot be generalized because
more data collected over a longer time frame is needed in
order to provide a scientifically sound basis for conclusions,
one should have a look at age as a factor that determines
the choice of voting channel. A study conducted in Geneva
in 2001 revealed that most people who rarely vote are
found among the 30 to 39 year-old and 18 to 29 year-old
age ranges and that there are many (12.8%) who do not
vote at all.”” Considering the finding that younger voters
prefer online voting over postal voting,*® one can assume a
certain trend towards a more active electorate as the gen-
erations who are already used to e-voting grow older and
younger generations reach voting age. Moreover, one can
also hope for an improvement in the representation of the
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age groups since more young voters will turn out at the

polls.

As for Zurich, a study concerning the implementation of
e-voting within this canton was carried out with respect
to the participation of the voting population within the
communities of Bertschikon, Biilach, and Schlieren in

the November 2005 referendum on cantonal and federal
questions. For that referendum, 20% of voters partici-
pating in the referendum submitted their ballots via the
Internet, and 4% chose to submit their votes via SMS.®
Internet-voting was the second most popular form of vot-
ing, surpassing that of traditional ballot-box submissions.”
The most popular form of voting was postal submission at

65%.”"!

The study concerned a sample of 300 voters from these
three communities. Figures from the study also suggest that
this sample was quite representative of the whole: 20.3% of
study participants submitted their votes per Internet, 4.3%
per SMS, and 63.3% via mail.”?

The typical e-voter within these communities was between
the ages of 40 and 49, male, university-educated, and
earned a relatively high income.” A particularly significant
factor, however, was trust in the Internet. Individuals, who,
based on a series of questions, were deemed to have high
trust in the Internet, were just as likely to submit their bal-

lots electronically as by mail.”*

The study also presented some evidence suggesting that
the availability of e-voting might increase voter turnout.
Of those voters who stated that they did not always vote,
34.9% had used the e-voting system, as opposed to 21.9%
of those who stated that they always voted. Nonetheless,
well over half of the “not always” voters had turned in
their votes by mail.”® Yet, of all the voters who had submit-
ted their ballots through the electronic system, 5% stated
that they would not have voted if the e-voting system had
not been available.”® Moreover, when an additional 300
individuals who had not voted in the referendum were
included in the sample, 19% of the non-voters indicated
that they would definitely vote more often if the e-voting
system were available. Another 32.9% of these non-voters
answered with “more yes than no.””” Thus, although the
authors of the study did not feel that any definite conclu-

sions could be drawn, they surmised that there was some
promise that e-voting could bring some individuals to the
polls who did not otherwise usually vote.”®

It is worth noting that there was some significant variation
in usage among the three communities for the November
referendum. Most interestingly, in the community of
Bertschikon, a more rural area, voting by electronic means
proved to be quite popular—surpassing that of ballot sub-
mission by post. Available figures indicate that about 27%
of voters in that community opted to cast their ballots via
the Internet and 16% chose the SMS option.” Thus, a to-
tal of about 43% used the e-voting system, whereas postal
submissions made up 37%.% These figures may suggest
that e-voting may be particularly attractive for citizens in
more isolated areas. This would contradict previous find-
ings, which say that rural areas tend to see more voting at

the ballot box.

On the other hand, when we examine utilization of the
e-voting system within the single community of Biilach,

it is interesting to note that e-voting has generally been
declining over time. In the initial October trial, 37.3% of
voters exercised the e-voting option.?! In the November
referendum, this percentage fell to under 30%.%* For local
elections on April 2, 2006, only 20.7% of participating
voters in Biilach chose to cast their ballot electronically.®®
Similarly, in Bertschikon, use of e-voting fell from 42.8%
in the initial November trial to 34.9% in a second trial.®*
Voter turnout, however, was higher for the later poll.*
These figures may suggest that the novelty of this new form
of voting contributed to some of the numbers of individu-
als who used the system and that fewer individuals will
continue to use the system consistently into the future.

To sum up, e-voting has yet to prove its contribution to a
significant augmentation of voter turnout. Rural areas tend
to have a higher rate of voting at the ballot box. Geneva
however is a rather urban region. Thus, additional e-voter
turnout in the Canton of Geneva has to be viewed critical-
ly. The study conducted in Zurich also gave little evidence
of a significant increase in voter turnout. But Dr Hans-Urs
Wili from the Federal Chancellery thinks it is the reflection
of a perfectly typical Swiss attitude for many individuals

to take a wait-and-see approach rather than immediately
jump on the bandwagon.*® The results from the commu-

Buyopg PUD[I9ZJIMG WOLY SBIPNYS BSDD) 831Y| << SOIIAG Kpn;g aspD) Aopudowaq X jaulsju|

>>9



nity of Bertschikon, however, revealed a remarkable level
of take-up of e-voting in a rural area. It is unclear, however,
whether this outcome represents an anomaly or to what ex-
tent the novelty factor played a role. Nonetheless, it speaks
against the automatic assumption that e-voting will not ap-
peal to rural and small-town communities.

Of course, optimistic opinions about an increase of turn-
out through e-voting should not be rejected out of hand,
even though the novelty factor clearly had great influence
in the first vote in Biilach. The Federal Council maintains
its scepticism of e-voting’s potential for increasing voter
turnout.”’

Political Rights

One interesting characteristic of Geneva, as highlighted by
Geser, is the canton’s unusually high percentage of citizens
currently living abroad (5.9%).%® For these individuals,
e-voting will represent a major enhancement of voting con-
venience. As more than 600,000 Swiss citizens currently
live abroad,® bringing the eligible voters among them to
the polls is an important move for the preservation of the
democratic legitimacy of elections and votes. Additionally,
the Organization of the Swiss Abroad has repeatedly called
for the implementation of e-voting as a way to ensure the
observance of the political rights of expatriates, criticizing
problems such as the late arrival of absentee ballots and de-
livery of ballots in the incorrect language or of incomplete
voter information.”

The facilitation of the exercise of political rights by casting
a ballot in Switzerland, however, did not first begin with
the introduction of the e-voting projects. Rather, an initial
significant improvement was brought about with the in-
troduction of the postal vote: First, voting was made more
convenient for any voter in that dependency on the loca-
tion and opening hours of a polling place was eliminated.
Second, some particular groups of voters especially ben-
efited from the new possibility because they had previously
had particular difficulties in frequenting a polling place;
this observation holds especially for people with disabili-
ties, people that live abroad, the elderly or possibly people
that work throughout the opening hours of the polling
places.

Essentially, these two improvements to the exercise of po-
litical rights can be realized not only through the

availability of the postal vote but also e-voting. Arguably,
electronic voting can go even beyond the possibilities of
postal voting in that voting in one’s living room or office
may be considered even more convenient than using the
mail. Unfortunately, no specific data on e-voting usage by
people with disabilities is available for the votes in Geneva
and Zurich. We therefore have to make some fair assump-
tions which should be subject to further investigation in
the future.

While e-voting has, therefore, the potential to facilitate the
exercise of political rights and may thereby add to the le-
gitimacy of the resulting decisions, one should not neglect
that certain conditions have to be met for this potential

to be realized. Most importantly, the exercise of electronic
voting depends not only on the availability of Internet ac-
cess (first-level digital divide), but also on the respective
IT-skills and familiarity with information technology that
are necessary for an electronic vote (second-level digital
divide). Such potential obstacles are reflected in the com-
position of the participants in the Swiss e-voting projects,
as discussed in the next section.

Altogether, the projects in Geneva and Zurich have opened
new options of making use of political rights. However,
e-voting may still be more difficult than traditional vot-
ing for some people. These new possibilities come at the
price of new potential obstacles, generated namely by a
certain split within society between the technically skilled
and non-skilled. Therefore, it seems fair to conclude that
the exercise of political rights will gain most not from an
exclusionary systemic selection between “physical,” postal
and electronic voting, but rather from a combined offering
of all these options. The question of who is most likely to
exercise their political rights by e-voting will be addressed
in the next section.

Participation Gap

As shown above, participation in the Swiss e-voting proj-
ects did not exactly reflect the composition of the Swiss
electorate at large or population of actual voters. Instead,
certain social groups were overrepresented and others
underrepresented. For example, according to a statistical
analysis of the vote of September 26, 2004,”" typical e-vot-
ers in Geneva possess the following characteristics: They are
between 18 and 39 years old and have a higher average lev-
el of education than the overall population; 75% of them
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use the Internet at least twice a week. Generally, people
with higher income are more likely to vote electronically.
Additionally, men are slightly overrepresented among users
of online voting. As noted above, the demographic make
up of e-voters in the Zurich trials was similar, except for
the fact that there was significantly higher usage of e-voting
among older portions of the population.”

The uneven distribution of adoption of e-voting among the
overall population of potential voters as well as among the
portion of this population that actually exercise their polit-
ical rights (by casting a ballot or voting by mail) is arguably
influenced mainly by the following three factors, although
available figures do not currently permit an assessment of
their respective importance: First, lacking access to Internet
technology may, naturally, prevent participation in e-vot-
ing initiatives. However, mere access does not seem to be
the biggest challenge for e-voting in Switzerland where 2
million broadband connections were established in 2006,
as compared to a total population of 7.6 million people.
Second, even if access is generally available, as mentioned
above, successful participation in e-voting procedures may
be impeded by a lack of the necessary technical skills to
make use of these means. Beyond the mere possession of
the necessary skills, it seems safe to conclude that higher
skills in using Internet technology are positively corre-
lated with a higher trust in the security of informational
exchange in the Internet, with such trust being an im-
portant pre-condition of one’s actual take-up of e-voting
procedures. Third, apart from the availability of Internet
access and the ability to make use of it, people might be
dissuaded from taking part in electronic voting because the
procedure seems too cumbersome to them even if they pos-
sessed both the network access and skills needed.

There are several ways to address such challenges to the
success of e-voting that are not essentially related to e-vot-
ing procedures or their design as such, but rather generally
to the access to and use of Internet technology (irrespec-
tive of certain specific uses such as e-voting); one might,
to name but one example, think of education. However,
as the example of Zurich has shown, there are design-re-
lated possibilities for e-voting systems that could address
the problems caused by the digital divide which are both
cheaper and more immediately implemented than mea-
sures intended to increase Internet-literacy generally. The
SMS voting option not only expanded the convenience
of e-voting, but could potentially help close the problem
of the digital divide: According to recent figures, there

are many more cell phone numbers in use in Switzerland
than broadband connections.”” Whether these additional

forms of e-voting will help to increase voter participation,
however, cannot be determined with the currently available
figures. These suggest that SMS voting has not been partic-
ularly popular,” and, as stated above, there are indications
that the SMS option will be discontinued. Yet, due to the
more widespread use of cell phones on the personal level,

it is possible that the availability of such a form of voting
might prompt the participation of certain individuals in
the e-voting procedure that would not use a computer to
vote even if they could. Additional expansion of the Zurich
model to other common devices may help to bolster turn-
out even more.

In view of these possible measures to even out the dispro-
portionate distribution of people that actually use e-voting,
it should, however, not be forgotten that the final aim is
not to make all people vote electronically. Even if such a
stage may or even can never be reached, this does not speak
against adopting an e-voting strategy. The costs incurred
by establishing an e-voting system do not need to be justi-
fied by the implausible presumption that everyone will use
the system afterwards. Rather, the justification of imple-
menting such systems lies in the expansion of opportunity
which they provide the general public—e-voting may and
will be used, as mentioned above, by people that would
vote anyway, but offers added convenience. However, it
also creates (at least) a chance that people will start to ex-
ercise their political rights that would not otherwise have
done so.

Security

There have not been any reports of manipulations or fail-
ures of the e-voting systems during any of the test runs,
despite initial scepticism with respect to the maturity of
security technologies.” One must keep in mind, however,
the relatively small scale of usage thus far. It is reasonable
to assume, however, that the systems will be exposed to
higher numbers of attempted attacks and manipulation as
the use of e-voting becomes more widespread.

E-voter turnout in Zurich and Geneva does not offer much
insight on users’ awareness of the security measures taken
or fear to use this new channel. As a safeguard for the legit-
imacy of Swiss polls and elections in general, participation
in e-voting on a federal level is currently restricted to 10%
of all eligible voters throughout the nation.”® Moreover, as
Mr. Wili from the Federal Chancellery explained, there is
never going to be only one e-voting system which will serve
all cantons, since accommodating the many (small and big)
differences in voting procedures resulting from the differ-
ent cantonal voting laws would require an overwhelmingly
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complex application—not to mention the lack of political
feasibility.” The granularity of e-voting systems, however,
can serve as a security cushion against attempts to manipu-
late greater parts of the vote since cantonal systems would
not be interlocked.

Quality of Vote

Both systems in Geneva and Zurich featured a review of
the voter’s choice following the initial selection of votes
which has to be confirmed before the electronic ballot is
submitted. This feature should prevent citizens from unin-
tentionally giving their vote to a candidate or a legislative
draft they do not mean to support. Thus, the quality of
a vote is improved as it represents the people’s will better
than a traditional vote with paper ballots where people
might cast a vote which does not represent a true act of
will.

Yet, some fear that e-voting might on the other hand also
bring a decrease of political discourse, since voters would
be able to cast their ballot in the privacy of their own
home. If there is a trend towards “fast-democracy” it has
been ignited by the introduction of the postal vote. The
analysis of Christin and Trechsel shows that 81.3% of
Internet votes were cast at home in the ballot of September
26, 2004 in four communities of Geneva.”® While it is not
clear how high the corresponding percentage for postal vot-
ing is, it would be excessive to assume that these 81.3% of
online voters had not been involved in political discussions
and deliberation before casting their vote. The numbers do
imply, however, that—contrary to traditions of public vot-
ing in other Swiss cantons—voting in Geneva is definitely
a private act. But this does not necessarily mean that there
is no political discourse. One might argue that political
debates among youth (who show the highest percentage of
e-voters) have shifted to online spaces like social network-
ing sites or blogs.

Governments also hope for better means to assist citi-

zens in their vote through the provision of information
online. Critics warn of an online information overload
which could impair rational and sound opinion forma-
tion. According to the gfs study, only 2% to 4% of eligible
voters had used the Internet as a source of information
before votes between 1999 and 2003.”” Of course, this per-
centage should have grown since the time the survey was
conducted, but it suggests that the Internet does not have
a substantial negative effect on information intake lead-
ing to information overload in the short run. Still, most
eligible voters use traditional media to find out about the
arguments for and against legislative proposals.'® In the

long run, the transition from newspapers to online media
as the most important source of information will be the
most influential factor for increasing information overload,
and it is only marginally accelerated by e-voting, if at all.
Reliability of online political information represents an-
other issue which will not discuss in depth here. We note,
however, that the government could potentially play a role
here as a provider of balanced, quality-certified informa-
tion.

CULTURAL MATTERS

As we have shown, e-voting tests were successfully con-
ducted in Zurich and Geneva. Hopes for higher voter
turnout have not really been fulfilled as of yet. Still, the
system seems promising for Swiss democracy. Admittedly,
we do not expect to see a widespread use of e-voting in all
Swiss cantons before many years or even decades. One of
the main reasons for this is the complexity of different vot-
ing procedures in the different cantons. Another reason is
the typically slow adoption of new systems in Switzerland,
even if industry and state are ready to pave the way. Other
countries, however, have been rather cautious or skeptical
of e-voting. The United States, for example, discontinued
its SERVE program in 2004—before its deployment—due
to security concerns expressed in peer review.'”! Although
the United States government has not rejected e-voting
altogether, projects for remote online voting have appar-
ently only been planned for soldiers who are stationed

overseas.'??

It is still too early to say with any authority what the im-
plications of e-voting for Switzerland are or will be. Due

to political reasons, the program has stalled in the Canton
of Geneva following the initial trials. In the Canton of
Zurich, the system continues to be implemented. Yet,
generally, comprehensive data on voter adoption of and
attitudes toward e-voting does not exist, increasing the
difficulty of drawing general conclusions. In addition, e-
voting is still emerging and developing as a system. The
implementation of one nationwide system was never a goal
because of the diversity of traditions and voting procedures
in all 26 different cantons of Switzerland. Yet, whether e-
voting will be offered in all parts of Switzerland or rather
remain a luxury only available within certain Cantons or
communities remains to be seen.

There seems to be a difference between American and Swiss
attitudes towards e-voting. For further insight on this issue
we will now look at some particularities of Swiss political
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culture and social norms which we believe to provide fertile
ground for the implementation of the vote électronique in
the long run.'®

As mentioned above, trust in technology is a decisive factor
for the decision of whether to cast one’s vote electronically
or not. This is closely connected to trust in the state’s vot-
ing system or confidence in the correct outcome of votes
in general. Only with a certain amount of trust in both

the democratic system itself and the technology used for
remote online-voting, will people chose vote électronique
as their method of casting a ballot. Concerning trust in the
democratic system, we have to look at political culture in
Switzerland to learn about typical Swiss attitudes. Werner
Seitz identifies three elements: 1) the perception of being
“special” as a part of national identity; 2) political nego-
tiations, the search for consensus and integration; and 3)
direct democracy and a strong sense for the sovereignty of
the people.'™

The latter two characteristics seem to be most important
for e-voting. Direct democracy gives people a strong sense
of identification with the state. Swiss people generally do
not feel adverse towards the state but rather see themselves
as a part of it. The political system, which has not seen
many major changes since 1848, provides the people with
a significant voice in government and political rights to
take action and audit government decisions and legisla-
tive drafts. The traditional search for political consent and
compromise has lead to a very stable structure of political
actors,'” which is only slightly altered after elections, but
has recently come under increased pressure. Especially the
composition of governments at all levels of the state has
proven to be very resilient to any changes in the electoral
landscape until recently. The stability of the system along
with the inseparability of the people and their state give
rise to a high level of trust in Swiss democracy as a whole.
It is trust in the system as described by Luhmann: it needs
constant feedback and is only possible where truth between
actors is found as an element for the reduction of complex-
ity."® Comparatively low voter turnouts can be seen as a
sign of a low urge to intervene and take action, i.e. as a
manifestation of approval of the way the state is run.'” Not
to trust the democratic system would mean to be skeptical
of one’s own decisions. Just like the Federal Council, which
acknowledges that postal voting or remote online voting

will never be completely secure,'”®

the general populace is
confident that the system as a whole will produce correct
outcomes and represent the people’s will. This is not to say

that they naively accept any flaws in the system. Rather,

there is a generally positive attitude that does not suspect
manipulation in every election or vote.

When it comes to trust in technology and its adop-

tion, Switzerland—at least to the Swiss—does not seem

to be a front-runner. Even though the Swiss population

is only surpassed by some Scandinavian countries, the
Netherlands, and Portugal with respect to Internet penetra-
tion,'”” adoption of new technology is comparatively slow
among the Swiss. Straub et al. point to Hofstede’s cultural

dimensions''?

to validate the usefulness of the technology
acceptance model across different countries.'! Judging by
the value of uncertainty avoidance of 58,"* Switzerland

is more likely to be more reluctant towards the use of
electronic media than the US,' which is assigned a cor-
responding value of 46."* Still, surveys have shown that
the Swiss generally trust information and communication
technology. For example, according to the poll “Baromédia
2002, 53% trust in the Internet as a medium to receive
information (compared to 65% who trust in banks and
churches).'” The general openness of the Swiss population
towards electronic communication is, for example, also re-

flected by a sharp increase in e-commerce.''¢

The other aspect of Switzerland’s political culture, the sense
of representing a special case among nations, can be seen

as a driving force behind reforms or the implementation of
new technologies in order to prove this distinctiveness but
also as a retarding element to progress due to the percep-
tion that Switzerland’s extraordinary position means it does
not need to go along with certain trends. The example of
Geneva, where authorities seem eager to make Geneva the
“E-Capital”""” of Europe, can be read as a sign of this sense
of being special in the former manifestation.

For a look at the social norms associated with voting in
Switzerland, one has to refer to the old Swiss tradition of
public voting (so-called “Landsgemeinde”). In these voting
events citizens gather at a public place and vote on issues
to be decided by raising their arm (or by a similar publicly
viewable signal). While the tradition has been abolished in
most cantons (and was never practiced on the federal lev-
el), one may conclude that its characteristics have been an
influence in the development of social norms that still per-
sist—namely, a smaller concern on the part of Swiss voters
as to the secrecy of their vote. This may also limit concerns
as to the security of e-voting systems and therefore facili-

tate their acceptance.''®

Switzerland seems to be in some ways particularly suited
to the adoption of e-voting procedures since voting takes
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place more often than in countries without such a strong
tradition of direct democracy. Thus, there would generally
be many opportunities within a single year for citizens to
try out the e-voting system and less of a danger that those
individuals would lose familiarity with the procedure be-
fore the next election. Not only are there elections for the
legislatures on the federal, cantonal, and communal level,
but there are also several other polling events held every
year on all three of these levels. As mentioned before, vot-
ing in Switzerland is not restricted to physically casting a
ballot in a ballot box. Rather, the postal vote is the option
most people prefer.''? As Swiss citizens are, therefore, used
to expressing their political will not only by physically
frequenting a polling place, but also by filling out a bal-
lot form at home and sending it in by mail, one might
conclude that the Swiss are particularly open to e-voting
procedures since many are already accustomed to polling
from home.

Against the backdrop of these characteristics, it is no sur-
prise that, according to a study conducted by “Prognos” in
2000, the availability of electronic voting seemed to rank
high among the interests of the Swiss people. According to
this study, 66% of Internet users in Switzerland indicated
that they would like to have the possibility to vote via the
Internet. Only the opportunity to communicate with the
government via e-mail (74%) and to fill in forms for pass-
ports and IDs online (72%) were more popular e-govern-
ment projects.*’ In Geneva, the vast majority of citizens
are in favour of the introduction of an e-voting system,

as long as it merely supplements existing forms of voting
rather than replacing them."! Finally, in 2001, all cantonal
governments expressed their willingness to engage in e-vot-
ing projects.'*

CONCLUSION

In the previous section we showed that three years before
implementation of the first e-voting system in Switzerland,
there was reason to be very optimistic about the acceptance
of e-voting by the Swiss population and the adoption of
remote online voting systems by cantonal administrations.
The surveys after the ballots and actual figures of e-voter
turnout in Zurich and Geneva, however, urge caution in
being too enthusiastic for the speedy and successful imple-
mentation of e-voting across Switzerland.

Yet, we can conclude after our tentative assessment that
e-voting represents a very promising tool for the improve-
ment of the exercise of political rights on the part of all
citizens, and especially of those with disabilities or living

abroad. It can also raise the quality of voting and reduce
the risk that anyone casts a ballot that is inconsistent with
their choice. Additionally, risks of manipulation and other
security issues have not materialized in any breakdown of
the system or foul-play during the test runs or actual polls
and have also always existed for traditional forms of voting.
Concerns of information overload and the “de-ritualiza-
tion” of the voting process have to be taken seriously. They
are, however, consequences of a greater change in culture
as society enters an ever greater digitally networked world.
The threat that e-voting will widen the participation gap
calls for a closer look at the details of the design of the sys-
tem. While disproportions of e-voter representation among
the genders are worth a closer look in future studies, as-
sistance to the not so digitally skilled and elderly parts of
the population can be provided on the e-voting platforms
themselves and even at traditional polling places. Since
Internet penetration in Switzerland is already high and
rising, and young generations are currently growing up in
a digital environment, the danger of a more pronounced
digital divide through e-voting is constantly diminishing.

Having understood that the introduction of e-voting across
Switzerland should have mostly positive effects, along with
some negative ones that can be contained, and seeing the
need for a voting system which matches the future envi-
ronment of pervasive digital communication, the question
then arises as to what cultural environment is needed to
facilitate the implementation of the vote électronique.

The lessons learned from this case study are the following:
The acceptance, and therefore also the implementation, of
a remote online voting system depends on both trust in
technology and trust in the democratic system itself. An
explanation of the slow or rapid adoption of new tech-
nologies can be found in a country’s propensity to avoid
uncertanity as described by Hofstede. Trust in the demo-
cratic system is best maintained by constant feedback,
which in Switzerland is provided by frequent ballots held
throughout every year. Also, the social norms of voting are
influential for the importance of the secrecy of the vote. In
Switzerland, while the secrecy of the vote is legally guar-
anteed, traditional voting in public spaces left little room
for it. The speed and efficiency of the implementation of
an e-voting system also heavily depends on the degree of
sovereignty of political units. Complexity and diversity of
voting regulation will slow down the penetration of e-vot-
ing systems.

We are not likely to see the nationwide use of e-voting
systems in every ballot in Switzerland any time soon.
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However, economic, social, and cultural characteristics
should not pose any major obstacle. As Internet penetra-
tion is increased and technology advances, new possibilities
of e-voting will require consideration, constant monitoring
and qualitative and empirical evaluation in order to realize
their potential for democracy in Switzerland and the rest of
the world.
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